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Introduction

The National Institute of Health (NIH) defines precision medicine 
(PM) as “an emerging approach for disease treatment and pre-
vention that takes into account individual variability in genes, 

environment, and lifestyle for each person” [1]. In simple terms, this 
approach involves physicians using information from a patient’s genes, 
environment, and lifestyle in conjunction with conventional medical 
knowledge to make diagnostic and treatment decisions. It provides 
physicians with a better understanding of the underlying mechanisms 
of diseases and therefore increases the potential to predict patients’ fu-
ture health conditions. Consequently, it is more effective in selecting  
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ABSTRACT
Background: The characteristics of medical data in Precision Medicine (PM), the 
challenges related to their storage and retrieval, and the effective facilities to address 
these challenges are importantly considered in implementing PM. For this purpose, a 
secured and scalable infrastructure for various data integration and storage is needed. 
Objective: This study aimed to determine the characteristics of PM data and rec-
ognize the challenges and solutions related to appropriate infrastructure for data stor-
age and its related issues.
Material and Methods: In this systematic study, coherent research was con-
ducted on Web of Science, Scopus, PubMed, Embase, and Google Scholar from 2015 
to 2023. A total of 16 articles were selected and evaluated based on the inclusion and 
exclusion criteria and the central search theme of the study. 
Results: A total of 1,961 studies were identified from designated databases, 16 
articles met the eligibility criteria and were classified into five main sections: PM data 
and its major characteristics based on the volume, variety and velocity (3Vs) of medi-
cal big data, data quality issues, appropriate infrastructure for PM data storage, cloud 
computing and PM infrastructure, and security and privacy. The variety of PM data is 
categorized into four major categories.  
Conclusion: A suitable infrastructure for precision medicine should be capable of 
integrating and storing heterogeneous data from diverse departments and sources. By 
leveraging big data management experiences from other industries and aligning their 
characteristics with those in precision medicine, it is possible to facilitate the imple-
mentation of precision medicine while avoiding duplication.
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optimal strategies for preventing, diagnosing, 
and treating a patient’s medical issues [2].

Working with diverse and heterogeneous 
data as well as data sources in precision medi-
cine has led to differences in collecting, stor-
ing, and retrieving information and changes in 
workload, compared to common information 
systems. We face a wide range of big data in 
healthcare, which have not been experienced 
before [3]. Handling these large volumes of 
information is crucial for PM. Researchers are 
actively seeking a scalable infrastructure that 
can effectively integrate and store various data 
types. This infrastructure is vital for the suc-
cessful implementation of the PM [4]. 

The collection, storage, and retrieval of in-
formation in health information systems are 
performed at three levels: data, information, 
and knowledge. Health information systems 
generate substantial volumes of data on a daily 
basis, which are then stored in integrated or 
distributed databases. These systems encom-
pass decision support systems and information 
dashboards, both in clinical and administra-
tive fields that play a pivotal role in converting 
these data into actionable knowledge [5].

Researchers, aware of the challenges and 
opportunities posed by this situation, are ac-
tively addressing the vast amounts of data by 
developing methods and technological tools 
to effectively manage and harness them. Ad-
ditionally, it’s essential to consider big data 
policies when handling PM data.

This paper, explored the fundamental traits 
of big data, specifically volume, variety, and 
velocity (often referred to as the 3Vs), which 
are widely recognized by researchers. The aim 
was to understand the manifestation of these 
characteristics in the context of precision med-
icine. The study considered the appropriate 
storage infrastructure and related issues based 
on these three major characteristics of big data 
(3Vs). Subsequently, recent storage techniques 
and technologies, data quality, cloud technol-
ogy facilities, data storage, standards of data 
sharing, and finally, data security and privacy 

were considered and discussed from the medi-
cal informatics perspective.

Material and Methods
The Preferred Reporting Items for System-

atic Reviews and Meta-Analyses (PRISMA) 
method was used for literature review in this 
study [7].

Data sources
Data were collected by searching four major 

databases: Web of Science (WOS), PubMed, 
Scopus, and Embase, as well as the Google 
Scholar search engine (which was used to re-
trieve relevant grey literature) (see Figure 1). 

The search spanned from 2015 to 2023, a 
period chosen due to a significant increase 
in publications related to precision medicine 
from 2015 [8].

The following keywords were applied to the 
title/abstracts and subject fields of the databas-
es (using Mesh and EMtree terms). The final 
literature search was conducted in July 2023. 
The language filter was set to English. 

Search strategy included two groups of key-
words: 

1) keywords identifying “precision medi-
cine” and related terms and synonyms 

2) keywords identifying “data storage and 
retrieval” and related terms and synonyms

These two groups of keywords were merged 
by using Boolean operators. Additionally, 
truncation symbols, phrase searching, and 
other search techniques were used to enhance 
the comprehensiveness and specificity of the 
search.

Eligibility criteria
The inclusion and exclusion criteria are  

provided in Table 1.

Study Selection
Two authors screened the studies in the ini-

tial phase based on their titles and abstracts. 
Subsequently, the eligible studies were select-
ed, and the authors independently screened 
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the full texts of the studies according to the 
inclusion and exclusion criteria. In case of any 
discrepancies, the authors collaboratively re-
viewed the cases to resolve disagreements and 
reach a consensus.

Data Extraction
Based on the study objectives, data extrac-

tion was performed, and all data were migrat-
ed to a Microsoft Excel worksheet featuring 

specific data categories: “name of the author,” 
“publication year,” “title of the study,” “vol-
ume characteristics,” “variety characteris-
tics,” “velocity characteristics,” “standards,” 
and “new theme.” The authors independently 
conducted data selection for each source and 
documented the findings in the spreadsheet. 
In cases of discrepancies in the collected data, 
the authors collaboratively worked together to 
resolve the differences and reach a consensus. 

Figure 1: PRISMA flow diagram of data collection based on central search theme

Inclusion criteria Exclusion criteria
- Published from 2015 to 2023

- Study types: several types of studies (RCTs, review articles, original articles, 
paper proceedings …)

- The study must published in English language

- Articles whose full text can not be accessed

- Not relevant full text articles

RCTs: Randomized Control Trials 

Table 1: Inclusion and exclusion criteria
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The extracted data from each source were cat-
egorized and analyzed by using inductive the-
matic analysis, aligning with the key concepts 
which emerged from the dataset.

Results
The initial studies (1961 studies), found by 

the strach stratey, were exported to Endnote 
software 9. Then, 318 duplicate studies were 
identified and removed. The rest of the studies 
were screened on the basis of their titles and 
abstracts, and 1558 irrelevant articles were ex-
cluded, leaving a total of 85 articles for further 
examination.

The remaining studies underwent a thorough 
review of their full texts to determine their eli-
gibility. Ultimately, 16 articles met the eligi-
bility criteria and were included in the study 
(see Table 2). A visual representation of the 
complete article selection process is presented 
in Figure 1.

The articles were mainly cited for general 
reference on the topic even though their prima-
ry content did not directly align with Precision 
Medicine. Furthermore, we made reference to 
several websites and blogs that offered intro-
ductory-level content, including PM global 
initiatives or specific-level websites, such as 
those affiliated with standard organizations or 
cloud computing sevice corporations.

One of the primary findings of the study was 
the classification of the “variety” of PM data 
(Figure 2).

Findings derived from various studies re-
viewed in accordance with the research objec-
tives, are presented in Figure 3. The results 
will be discussed in detail in the following 
section.

Discussion

PM Data and Its Major Characteris-
tics in the Context of Big Data’s 
3Vs

In general, the challenges encountered in 
data storage and retrieval within precision 

medicine reflect those faced in handing big 
data; consequently, the solutions used to man-
age big data can be extensively used in preci-
sion medicine.
Volume: Precision medicine on the 

shoulders of giant data
The volume of medical and biological sci-

ence information and publications has been 
increasing exponentially since 1879 when the 
publication of the largest bibliographic index, 
i.e. Index Medicus, began in the fields of life 
science and biomedical science information. 
In the 1960s, the term “information explo-
sion” was commonly used due to the chal-
lenges encountered in collecting and storing 
information [25]. The constant use of this term 
indicates that the speed of information produc-
tion has always exceeded the advancement 
of technologies pertinent to their storage and 
management. 

After the advent of the Internet, there has 
been a significant increase in health informa-
tion systems and computer transactions in 
hospitals, organizations, and health centers. 
This, as well as the expansion of e-health, tele 
monitoring, mHealth, and IOT has resulted 
in a large volume of data flooding the field of 
health and treatment. Therefore, researchers 
have recently started to use another term: Data 
Flood [26].

To this huge volume of data, add genomic 
data, which can compete with the data gener-
ated from big data sources, such as Twitter, 
YouTube and astronomical data [27]. In ad-
dition, data from platforms, such as Twitter, 
YouTube, Instagram, and Facebook can also 
be considered as a subset of precision medi-
cine data and can be processed to extract in-
formation about individuals’ lifestyle and en-
vironment [28].
Variety
With various data from multiple sources, 

heterogeneity is considered a natural property 
of PM data, and data variety is the most chal-
lenging characteristics in data management 
[29].
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Authors Year Description(core subject) 
Reference 

Type

Karacic Zanetti et al. [9] 2023
Ethical, privacy and security issues in data storage in Health 
wallets

Article 

Kaul et al. [10] 2017
Challenges related to the limited analytic capabilities of existing 
computational and storage infrastructure of genomic data

Article 

Kumar et al. [11] 2020
Proposing a hybrid approach-WBTC (Word Based Compres-
sion Technique) based on statistical and substitution model for  
genome data compression

Article 

Lynch et al. [12] 2023
Qualitatively explore the Australian public's views and  
preferences for storing and sharing genomic data

Article 

Mansouri et al. [13] 2017 cloud-based data stores Article 

Nepal et al. [14] 2017
Presenting and describing a trusted storage cloud for scientific 
workflows, called TruXy.

Article 

Peng et al. [15] 2019
Using automated storage system for biobanks in Wuhan  
University, China

Article 

Saranya et al. [16] 2022
Reviewing major strategies, challenges, and current devel-
opments in information management, storage space, and  
information retrieval

Book chapter 

Vatian et al. [17] 2019
Proposing a system for storing the creative associations of the 
doctor

Article 

Agrawal et al. [18] 2016 Big data storage and management Article 

Anžel et al. [19] 2021
A survey to rank different storage properties adapted for  
visualization and reporting different storage devices over time 
while ranking them by their properties

Article 

Doricchi et al. [20] 2022 A review on approaches to DNA data storage Article 

Yang et al. [21] 2021
Overview of current memory systems and advances in data 
storage technology

Article 

Gupta et al. [22] 2023
Artificial intelligence in healthcare data management for  
precision medicine

Book

Kalra et al. [23] 2019
Introducing EMIF  platform that provide integrated framework 
for the large-scale health and life sciences data in precision  
medicine

Article 

Symvoulidis et al. [24] 2021
Introducing an EHR cloud-based system that utilizes an object 
storage architecture to store healthcare data

Article 

EMIF: European Medical Informatics Framework, EHR: Electronic Health Record

Table 2: Descriptive summary of included articles based on central theme of study
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Many researchers define variety as differ-
ent forms of data in a dataset, including struc-
tured, semi-structured, and unstructured data 
[6, 29, 30]; however, it is too complicated than 
this definitions. Abawajy presents taxonomy 
of big data variety into four classifications: 

structure diversity, source diversity, content 
diversity, and processing diversity [31]. After 
reviewing previous studies, we categorized 
PM data variety into four major classes. 

1) Variety in data types [30]: (e.g. omics, 
signals, images, audios, videos, texts, transac-

Figure 2: Variety of precision medicine data in four major categories.

Figure 3: A graphical representation of results

VI



J Biomed Phys Eng

Big Data Storage in Precision Medicine

tional data, …) 
2) Variety in forms of data [6, 29, 30]: struc-

tured, semi-structured, and unstructured data
3) Variety and heterogeneity in data sources 

[29, 32]: different databases which may be 
also in different locations (e.g. Genomic da-
tabases, mobile-based monitoring applications 
data, biobanks, wearable biosensors data, … )

4) Variety in types of data generation: human 
generated, process mediated, and machine 
generated [31, 33]: 

a. Human-generated data are created as a 
result of human- computer interactions [31]. 
These data might be generated by healthcare 
personnel or by patients, e.g. Emails, Genomic 
data, physician interpretation notes on Rx im-
ages, CPOE intervention orders or even social 
media posts, and so on.

b. Process- mediated data: “This is the in-
formation that concerns some business events 
of interest, like the purchase of a camera in an 
e-commerce site or the sign-up of clients in a 
system” [33].

c. Machine-generated data: generally refers 
to data automatically generated by devices, 
(31) such as wearable sensors and biosensors, 
video surveillance, IOT data, and so on (see 
Figure 2). 
Velocity:
Velocity grants us access to continuous and 

real-time data. It also enables predicting a pa-
tient’s condition at any given moment. Hulsen 
believes that although not utilizing a large vol-
ume of valuable retrospective data is a waste 
of resources, medical data are being generated 
at such a speed that their control and exploi-
tation can be more valuable [34]. This is es-
pecially crucial due to the ongoing influx of 
health-related data from various sources. In-
novations like wearable devices, sensors, and 
continuous monitoring tools provide real-time 
updates on a patient’s health status. The con-
stant flow of these data allows for immediate 
insights, contributing to timely decision-mak-
ing, personalized treatment strategies, and im-
proved patient outcomes [29, 32].

Transforming big data into useful knowl-
edge for real time use at the patient’s bedside, 
through high speed analysis and processing 
techniques, can turn the challenge of big data 
into its most useful feature. Therefore, the 
physician will have the most up-to-date analy-
ses at the patient’s bedside and can make the 
fastest and the best decisions about the patient. 

Efficient management of data velocity in-
volves handling and processing large volumes 
of data. It requires a robust infrastructure, ad-
vanced analytics, and decision support sys-
tems capable of swiftly processing, analyzing, 
and interpreting data to derive meaningful in-
sights.

Data quality: which data should be 
stored?

When considering data storage, the primary 
concern revolves around determining the spe-
cific data to be stored. Given the consider-
able volume, costs, and distinct objectives, it 
becomes evident that it is neither feasible nor 
necessary to store every piece of generated 
data. Numerous data sources generate vast 
quantities of data on a daily basis; however, 
a significant portion of these data lacks rele-
vance, while many relevant datasets lack the 
necessary quality for utilization. This concern 
is particularly pertinent to healthcare data as 
compared to industrial big data [34].

Data quality (DQ) refers to how well a data-
set aligns with a user’s specific requirements 
[35]. The users’ needs can vary significantly; 
therefore, the perception of data quality may 
differ based on individual viewpoints and 
distinct needs. Indeed, data quality is a mul-
tifaceted concept as what may be considered 
high-quality data for one business could be 
considered irrelevant for another. The key lies 
in understanding the user’s specific needs. By 
aligning data collection objectives with these 
needs and carefully selecting the volume and 
type of big data for analysis, we can accurately 
assess the data quality. Consequently, differ-
ent data quality elements may carry varying  
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degrees of importance depending on the  
context [30]. 

In general, the most important and common 
data quality elements in healthcare studies, in-
clude accuracy, accessibility, timeliness, cred-
ibility, consistency, integrity, completeness, 
comprehensiveness, uniqueness, coherence, 
precision, security, relevance, readability,  
accessibility, and usefulness [30, 35-37].

Furthermore, two often overlooked charac-
teristics of Data Quality (DQ) elements that 
are crucial for usability and cost implications 
are authorization (pertaining to the organiza-
tion’s data access permissions, whether un-
restricted or restricted) and structure (the 
expense related to converting unstructured 
data to structured data) [30]. These attributes 
can significantly impact user objectives and 
requirements indicating that data usabil-
ity hinges on more than just traditional qual-
ity elements. Certainly, meaningless, noisy, 
and non-valuable data cannot help us make  
informed medical decisions. 

Some big data extensions such as validity, 
value and especially veracity emphasize the 
importance of data quality although no spe-
cific definition for these terms has yet been 
provided [6]. 

Veracity has an opposite relationship with 
the 3Vs. As we face higher volume, variety, 
and velocity in data generation, we are likely 
to face worse or undefined veracity. 

Veracity highlights three critical characteris-
tics of data: uncertainty, incompleteness, and 
inconsistency [29]. Among these, uncertainty 
permeates various aspects of medicine. Even 
when working with high-quality data, there 
remains no absolute certainty in the final deci-
sion [38]. Thus, if the quality of data in pre-
cision medicine is poor, the ultimate outcome 
could indeed be disastrous. Deleting low-qual-
ity, useless, and non-purposeful data has an-
other advantage: it reduces the final data vol-
ume, leading to cost savings in the processes 
of data storage, analysis, and retrieving. How-
ever, identifying useless data is not always 

straightforward. Hasty deletion of data without 
a careful plan could deprive us of the inherent 
benefits of big data. Surprisingly, seemingly 
unrelated factors often reveal unexpected and 
valuable insights when analyzed from seem-
ingly non-purposeful data. This serendipity 
is a crucial and unique advantage of big data 
analysis. Therefore, exercising intelligence in 
discerning noisy data from high-quality data 
becomes vital for successful outcomes.

Data quality can be improved continuously 
from data generation to analysis and storage. 
Froukhi et al. presented a seven-step chain 
called the Big Data Value Chain (BDVC), in 
which different elements of data quality can 
reach a higher quality level at each step [39]. 
The chain includes: data generation, data ac-
quisition, data processing, data storage, data 
analysis, data visualization, and data exposi-
tion. Through this chain, it is possible to trans-
form raw data into high-quality data, high-
quality data into knowledge, and knowledge 
into insights.

Data generation is the first step. Structured 
and standardized generation of data can great-
ly reduce the workload in the next steps. In 
general, the standardization of data sources 
and data (which are considered important 
challenges) can help increase the quality of 
data [40]. Data quality in this phase largely de-
pends on multiple sources from which it origi-
nates. These sources are most effective when 
they are accurate, timely, structured, compre-
hensive, error-free, and unbiased [41].

The most important step in transforming 
raw data into high-quality data is the data 
preprocessing step where various techniques 
are used in data cleaning, data transforma-
tion, data integration, and data reduction. This 
will enhance the quality of data in terms of 
completeness, consistency, uniqueness, and 
validity, and finally turn transform them into  
valuable data [42]. 

In all seven steps of BDVC, researchers 
employ various techniques to improve data 
quality elements. The improvement and use 
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of these techniques, such as machine learn-
ing [43], data mining [44], data profiling [45], 
sentiment analysis [36], and credibility anal-
ysis [37], can bring us closer to the goals of  
precision medicine.

Appropriate infrastructure for PM 
data storage

Infrastructure is one of the most critical is-
sues that should be given priority in the im-
plementation of precision medicine. It is nec-
essary to predict an infrastructure that can 
accommodate the required space for storing, 
retrieving, integrating, analyzing, and shar-
ing data in a secure and private environment 
while ensuring high speed. This infrastructure 
should be flexible enough to meet both pre-
dicted and unpredicted future needs. In order 
to store data for precision medicine, hardware 
and software facilities should be provided at 
least in accordance with the three main char-
acteristics of big data: (volume, variety, and 
velocity).
Volume
When considering an infrastructure appro-

priate to the volume of precision medicine 
data, it is important to take the following cases 
into consideration.

Capacity
It indicates the space required for storing 

and processing a given volume of data. In ad-
dition, it refers to the necessary space for data 
archiving and data backup [18].

Scalability
The required infrastructure should be ex-

pandable to accommodate population growth, 
increased data sources, and the integration of 
new types of data [46].

Storage media
When it comes to data storage or the imple-

mentation of specific storage- related goals or 
policies, it’s essential to choose an appropri-
ate storage medium. The most desirable char-
acteristics of storage media include smaller 
size, faster storage and retrieval, lower energy 
consumption, greater durability, the ability to 

compress, and store more data in less space. 
Anzel et al. Identified the basic properties of 
storage media as follows: 1) accessibility, 2) 
capacity, 3) lifespan, 4) mutability (which de-
fines the functions of a device: write, read, or 
both), 5) typology (such as optical, magnetic, 
molecular, etc.), 6) energy use, and 7) data 
density [19].

Indeed, our journey through data storage 
technologies has been remarkable. It began 
with drum memories in 1932, followed by 
HDDs in 1956, compact discs (CDs) in 1981, 
and now it encompasses cutting-edge inno-
vations, such as synthetic deoxyribonucleic 
acid (synthetic DNA) and synthetic metabo-
lomes. These advancements have significantly 
enhanced our capabilities for long-term stor-
age, increased capacity, improved data den-
sity, and more [19, 20]. However, despite 
this improvement, the constant pace of data 
generation continues to surpass our progress. 
The pure volume of data being produced chal-
lenges even our most sophisticated technolo-
gies. While synthetic DNA and metabolomes 
hold great promise, they still face barriers-
chiefly their high cost and time-consuming  
processes [20].

Data compression
This is performed to reduce the size of data 

for storage or transmission [47]. The advance-
ment of technologies has led to the creation 
of higher- quality data and, thus, a higher vol-
ume. For example, advances in medical imag-
ing have provided physicians with highly de-
tailed details, and this trend extends to other 
types of data, such as audio data and ECGs. 
Simultaneously, there have been advances in 
data compression, including methods, tech-
niques, and algorithms which are based on 
data quality (lossless), data types (video, au-
dio, text, image), application (wireless sensor 
networks, medical imaging, etc.), and coding 
schemes (e.g., Huffman coding, and diction-
ary- based coding) [47]. A vast volume of 
genomic data is generated, presenting a sig-
nificant challenge for efficient storage and 
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transmission in PM [10]. Therefore, in order 
to tackle this issue, a hybrid lossless genome 
compression algorithm called WBTC (Word 
Based Compression Technique) has been de-
veloped. Built on statistical and substitution 
models, WBTC aims to effectively compress 
vast genomic datasets [11]. Compression tech-
nologies can help reduce the required space 
and cost by minimizing data size.

Types of storage
The use of appropriate type of storage can 

enhance availability, durability, access speed, 
scalability, and cost-effectiveness of stored 
data.

There are three types or architectures for 
data storage on media: file storage, block stor-
age and object-based storage. Each of which 
has its own characteristics and is used for 
storage on different platforms. In file-based 
storage, data are stored hierarchically, with 
data stored in files, files stored in folders, and  
folders stored in directories. 

To access the desired data, metadata is used 
to show the path of the folder, file, and data. 
In block storage, data are broken into blocks, 
each of which is stored with its own ID for re-
trieval. Each of these two methods has its own 
advantages and disadvantages. In file-based 
storage, almost everything can be stored, and 
the retrieval of complex data is easily possible. 
However, managing large volumes of data or 
expanding capacity, can be complicated. De-
spite high performance and high speed in data 
storage and retrieval, block storage is limited 
in handling unstructured data, scalability is-
sues and the addition of metadata capabilities 
[48-50].In object-based storage, each stored 
object contains data, metadata, and an ID for 
accessing data. It is also used for storing large 
amounts of data, such as genomics and data 
analytics [51]. Object -based storage is known 
for customizability, flexibility, and scalability 
all of which make it suitable for handling un-
structured and large data sets. Furthermore, 
it ensures high availability for stored data at 
a lower cost in cloud-based infrastructures 

[24]. Considering the data characteristics of 
personalized medicine, which often involve 
unstructured large volumes of data requiring 
scalable infrastructure, object-based storage is 
more appropriate compared to the other two  
alternatives [18, 24, 51].
Variety
To reduce infrastructure problems related to 

big data variety, the following issues should be 
considered.

Compatibility
Appropriate infrastructure for precision 

medicine must be capable of integrating, stor-
ing, analyzing, and sharing all types of data 
from multiple sources and platforms. This re-
quires compatibility with all existing informa-
tion systems, data sources, and devices (such 
as PCs, mobile phones, biosensors, etc.), en-
abling them to interoperate and allowing the 
system to receive, store, and analyze all types 
of inputs and produce appropriate outputs. 
Compatibility with existing systems is a key 
factor in the adoption of PM [52].

Standardization and use of standards in the 
precision medicine ecosystem can contribute 
to its compatibility with different information 
systems [53].

Standards
Various standards are used in different as-

pects of precision medicine data management, 
including data generation, integration, stor-
age, retrieval, sharing, and exchange between 
different information systems. The most im-
portant issue in PM is to ensure that both the 
data and their sources use a common language 
across different processes to reduce data het-
erogeneity. This common language is known 
as standards which enable the exchange and 
communication between different care sys-
tems, increase data quality, and reduce their 
preparation time [54]. Standardization is one 
of the important challenges in integrating and 
storing data in precision medicine [55]. 

The diverse landscape of data and data 
sources has given rise to a multitude of stan-
dards. Choosing the right standards for the care  
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ecosystem poses both challenges and com-
plexities. However, within this complexity 
lies an opportunity. While some researchers 
advocate for creating entirely new standards 
for precision medicine, the existing standards 
already exhibit remarkable diversity. By ex-
panding or subtly adjusting these existing 
standards, we can effectively meet the specific 
needs of precision medicine. Thus, navigating 
this intricate terrain offers both challenges and 
opportunities for innovation [46]. 

Consequently, the standards used in pre-
cision medicine can be divided into three  
categories:

A- General medical informatics stan-
dards. There are standards that can be used in 
all types of systems and for all purposes. These 
standards are prerequisites for establishing a 
common language and interoperability across 
various computer systems in healthcare. For 
example, nomenclature standards such as 
UMLS or SNOMED CT, which facilitate the 
integration of biomedical and health language 
in computer systems.

Another example is DICOM, which is a 
standard for the storage, retrieval, and ex-
change of medical images [56]. Moreover, 
FAIR standard defines the basic data charac-
teristics to generate standard data for computer  
systems [57]. 

B- Existing standards in medical infor-
matics, which should be expanded to bet-
ter support the needs of precision medi-
cine, such as security and privacy standards 
and IHE profiles to address interoperability  
challenges [58].

C- The standards that have been devel-
oped or are currently being developed for 
use in precision medicine to address the 
lack of required standards in this field. For 
example, Advancing Standards for Preci-
sion Medicine (ASPM) project which is be-
ing implemented by ONC  in partnership 
with NIH and as part of the Precision Medi-
cine Initiative (PMI) project. ASPM project, 
started in 2018, aims to facilitate the sharing,  

aggregating and synthesizing of health data 
in the areas of m-health, wearable sensors, 
and social determinants of health (SDOH)  
data [59].
Velocity
Perhaps the best outcome would be that data 

can be stored, processed, and utilized with 
the same speed and efficiency at which they 
are produced. The use of real time data at the 
point of care enables the physicians to make 
the fastest decisions in emergencies; therefore, 
strong tools for rapid data storage and process-
ing is required. There are three strong technol-
ogies which have the capability to store and 
process massive amounts of data rapidly and 
can be used for managing PM big data infra-
structures: 1- Hadoop clusters with thousands 
of nodes, that are characterized by low cost, 
low latency, high flexibility, and scalability, 
2- NOSQL technology, which works based 
on the concept of distributed databases and 
allows for the storage of unstructured data 
across multiple nodes, 3- Massively Parallel 
Processing (MPP) which enables thousands 
of processors to work on different parts of a  
program [60, 61].

Cloud computing tools as a  
solution package for PM

For an organization, it is crucial to have a 
suitable infrastructure which aligns with the 
above-mentioned characteristics. This infra-
structure must be capable of providing space 
for integrating and storing significant amount 
of data and their analysis, securely sharing 
data and knowledge, enabling high-speed ac-
cess from anywhere and at any time. How-
ever, such an infrastructure requires large 
data centers, complex networking, and large 
investment in hardware, software, and hu-
man resources. Therefore, few organizations 
can afford such an infrastructure due to its  
continuous support and maintenance costs.

Cloud computing based infrastructures 
are considered as an effective solution to 
deal with the problems of data acquisition,  
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integration, storage, distribution, and process-
ing in precision medicine [13]. 

Nowadays, many healthcare organizations 
use this technology to achieve a balanced 
analysis and improve data consistency in their 
data integration processes [3]. The use of this 
technology and its related technologies can 
be significantly effective in saving resources 
and reducing costs [62]. The significance of 
cloud computing in the realization of precision 
medicine is such that it can be stated that the 
synergy between technology and medicine is 
crucial for success in this domain.

Major providers of public cloud services, 
such as MS Azure and Amazon AWS provide 
various services like Infrastructure as a Ser-
vice (IaaS) and Storage as a Service (StaaS) to 
implement large-scale projects which involve 
big data in their data centers with thousands of 
servers [18]. Some companies, like Intel, have 
made significant investments in providing 
cloud-based services in healthcare sector to of-
fer a variety of services. Advances in scalable 
cloud computing can help remove limitations 
in various PM processes. Additionally, cloud-
based technologies, such as fog computing 
and edge computing can reduce costs, increase 
data security, enhance data processing speed, 
and facilitate the dynamic, real-time provision 
of services [63, 64]. Infrastructure as Code 
methodology (a cloud-based methodology) is 
an example of cloud-based infrastructure that 
has been introduced by Frey et al. to acceler-
ate the implementation of precision medicine. 
It serves as a tool for storing, integrating, and 
managing various medical data [3].

Security and privacy issues
Ensuring data access, security, and pri-

vacy, along with seamless interoperability of 
systems, remains a critical challenge in data 
management. Researchers continually seek 
solutions to overcome these barriers, particu-
larly when dealing with genomic data- a do-
main that is both powerful and vulnerable to 
misuse. The sensitivity surrounding genomic  

information emphasizes the need for robust 
safeguards [65-67]. Diagnostic genomic se-
quencing generates vast quantities of data 
that besides its primary purpose, holds poten-
tial for various secondary applications, such 
as research and shaping future healthcare 
for the data contributor. These opportunities 
might necessitate sharing data with third par-
ties, which could intensify concerns among  
individuals [12]. 

Individuals are the primary data owners and 
can withhold their data from the system. This 
may impede the progress of precision medi-
cine. Disclosure of such data could potential-
ly lead to threats related to medical records, 
unemployment, or an increase in insurance 
premiums [68]. Significant progress has been 
made in the realms of security and privacy re-
garding data access and interactions between 
systems and data sharing [3, 67]. Researchers 
hope to achieve this goal by adapting strate-
gies tailored to different types of data and in-
creasing public participation. The four basic 
solutions proposed for this purpose include 
cryptography, use of blockchain technolo-
gy, access control and security analysis, and 
the use of protocols and standards related to  
network security [65]. 

Two solutions have also been suggested to 
ensure the privacy of personal information: 
anonymization and pseudonymization [68]. 
Among these, the use of blockchain technol-
ogy, apart from security, can also be consid-
ered in data management. Blockchain can re-
duce our concern about the integration of big 
data. Furthermore, safeguarding the privacy 
of individuals’ identity and using tools re-
lated to the Internet of Things provide secure 
access to data and result in the realization of 
patient-centered medicine [69, 70]. Moreover, 
blockchain has the potential to gain people’s 
trust by resolving data ownership issues and 
promoting transparency in precision medi-
cine [70]. Managing data sharing, establishing 
a secure ecosystem for medical data to con-
duct collaborative research, and addressing  
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interoperability issues in EHR systems for e-
health are additional blockchain capabilities 
requiring increased focus [69, 71]. 

A great number of studies explored the in-
tegration of cloud computing and blockchain 
technologies. Experts believe that these two 
technologies can effectively address storage, 
sharing and security issues in precision medi-
cine by covering each other’s shortcomings. 
Cloud computing has been extensively used 
across various industries through multiple 
diverse of cloud services. However, the inte-
gration of blockchain within these models re-
quires the re-engineering of cloud data centers, 
presenting researchers with many approaches 
and challenges [72, 73]. 

Despite the implementation of various tech-
nologies to enhance the privacy of individuals’ 
data, obtaining explicit consent from the data 
donor could significantly mitigate potential 
legal and ethical challenges associated with 
sharing data with third parties [12].

Conclusion
Precision medicine, relies on data from new 

technologies and requires specialized facili-
ties, technology, and related expenses. Es-
tablishing a secure infrastructure capable of 
integrating and storing heterogeneous data 
from multiple departments and sources, and 
subsequently preparing it for processing and 
analysis, necessitates fundamental alterations 
in the architecture of the existing systems and 
infrastructures. 

Specialized human resources, hardware and 
software facilities, technology, budget, and 
support from policymakers, as well as patients 
who provide details of their lifestyle and ge-
netic data to the healthcare system will play a 
significant role in this ecosystem.

Standardization, interoperability among in-
compatible systems, security, patient satis-
faction, data ownership, medical ethics, data 
quality, unstructured data issues, and scalable 
storage infrastructure are the key challenges 
hindering the adoption of PM. Further research 

is needed to tackle these challenges.
Training skilled personnel in precision med-

icine through collaboration among experts in 
medicine, medical informatics, bioinformat-
ics, epidemiology, and computer science has 
the potential to revolutionize the future.

Despite the persistence of numerous chal-
lenges, the rapid advancements in information 
and communication technologies offer hope in 
addressing the existing obstacles and unveil-
ing new horizons in disease prevention and 
treatment for humanity.
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