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ABSTRACT

Background: The unethical use of information technology has
gained widespread attention because of the negative connotation often
associated with it. The choice of a Faith-based higher-level institution
was based on the moral values and strict religious code of conduct
inscribed in the university's culture. This study examined the unethical
use of information technology among students in a Faith-based higher
educational institution in Ghana.

Methods: The primary data used for analysis in this case study was
gathered from June to July 2021 based on cross-sectional data to
compare the perspectives of the gender, age groups, and economic levels
of various students in the university. The research involved a total of
2,730 students. An online structured questionnaire was made available
for those students willing to participate in the study, allowing them
to fill it out and submit it digitally. A total of 574 students answered
the closed-ended online questionnaire for data analysis. Gender and
educational levels were used to assess the primary reasons for students'
unethical use of information technology. SPSS software version 21 was
used for data analysis.

Results: The study included 239 male participants (42.5%) and
324 female participants (57.5%). One of the factors contributing to
unethical behavior was the easier access to information technology,
which enabled the students to engage in inappropriate activities, with
a mean score of 3.11 and a standard deviation of 1.154. Additionally,
students who received financial support were less likely to rely on IT
for academic success, reflected in a mean score of 3.00 and a standard
deviation of 1.169. Furthermore, students who were both working and
studying simultaneously had limited time for their studies and resorted
to unethical use of IT, resulting in a mean score of 3.26 and a standard
deviation of 1.050.

Conclusion: This study highlights the unethical use of information
technology in a faith-based higher education institution, where students
found easy access to online resources due to insufficient monitoring. The
availability of academic service providers offering paid writing services
further undermines institutional credibility. To address these issues, the
study advocates for implementing stronger ethical standards, regular
monitoring, and educational seminars to curb unethical practices and

restore academic integrity in Sub-Saharan African institutions.
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Introduction

Higher educational institutions exist
to promote the growth and development
of students to be accountable and socio-
economically productive to the society (1).
Plagiarism is an unacceptable academic
behavior and is significantly eschewed in
all academic institutions (1). The quest to
achieve academic success by using dubious
means has become rife in several universities
in sub-Saharan Africa (2). Unethical use
of information technology is defined as
the authorized use of online resources. In
essence, it is the use of an author’s work
without appropriate citation. Plagiarism is
defined as an unethical means of presenting
another person’s work as one’s own (3).

There are several explanations for unethical
use of online resources by students in higher
educational institutions. The desire to achieve
higher grades motivates the students to resort
to purchasing online resources and answers
to satisfy their assignment requirements. The
pursuit of a degree for career opportunities
has resulted in a wave of unethical behavior
by millions of students seeking employment
after school. Similarly, students who work
either as self-employed and in corporate
institutions pursue degree programs with the
intention of meeting self-fulfilling life goals
and for promotion.

Specifically, the tendency to accomplish
academic work and succeed with little
effort has gained much credence in higher
educational institutions in sub-Saharan
Africa (4). The ease of accessing online
academic resources with limited restrictions
and institutional sanctions on its use has
created a culture of plagiarism. Students
are constantly searching for easier ways to
cheat by plagiarizing in their assignments
and thesis work. However, in the pursuit of
achieving their life-long academic dreams,
they resort to the use of unethical resources
to achieve their academic goals.

Unethical use of information technology
has gained widespread attention because of
the negative connotation often associated
with it. Often the graduate who acquired a
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certificate using an unethical means have not
acquired the requisite skills and knowledge
suitable for any sustainable development
of the society. The problems related to the
students’ plagiarism result in graduates who
are unprepared to contribute productively
to the 21* century world of work in sub-
Saharan Africa. Several higher learning
institutions in sub-Saharan African countries
have developed stringent measures such
as dismissal of students to significantly
reduce the spate of unethical use of online
resources. Aggressively controlling unethical
use of online resources makes graduates
who are equipped and resourceful for the
world of work in the twenty-first century
sub-Saharan Africa. The lack of critical
institutional sanctions against software
piracy, plagiarism, and cheating has become
endemic and gradually degrading the quality
of graduates from these institutions (5).
Higher institutions of learning exist primarily
to support the society in fostering innovations
and continuously contribute to the growth of
our 21% century world of work. As such, the
primary role of higher education institutions
is to provide learning materials and tools that
will push learning to be more participatory
and meaningful. Ultimately, higher education
is responsible for the development of
students’ autonomy and the development
of a resourceful society (6). Achieving a
well-informed society requires a higher
institution of learning equipped with the
requisite information technology to provide
meaningful services to education (7). The goal
to make students productive and exceptional
in their life pursuits unquestionably falls with
a higher learning institution that offers the
necessary learning resources in all forms.
As such, the 21st century world of learning
has been revolutionized by an industry which
strives to significantly engage learners in
digital devices.

This study indicates that; the issue of easy
access to online resources has been abused
and used flagrantly with little or no restrictions
to monitoring students’ assignments. Also,
it is revealed that limited contribution has
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been made by scholars in the area of ethical
use of information technology by students
in Faith-based institutions in sub-Saharan
Africa. Much of the literature on unethical
use of online resources have often focused on
problems associated with social media use.

The general objective of this study is to
find out the current status of unethical use
of information technology by students in
Faith-based higher learning institutions in
sub-Saharan Africa. This study would seek
to answer the following questions:

1) What is the general knowledge of
students on information technology in Faith-
based universities in Ghana?

i) Why do students in Faith-based
universities use information technology
unethically?

iii) Is the unethical use of information
technology in Faith-based universities in
Ghana driven by gender or educational level?

Methods
Study Design

The primary data used for analysis in
this case study was gathered based on cross-
sectional data to assess the current state of
unethical use of information technology
by students in faith-based higher learning
institutions in sub-Saharan Africa. The study
was conducted between June and July of 2021.

Participants
Eligibility criteria for participants:

All undergraduate and graduate students
who were affiliated with the Pentecost
University in Ghana, were willing to
participate in the study and provided
informed consent, were enrolled in the study.
Participants who did not complete more than
20% of the questionnaires were excluded
from the study.

Sampling

The target population of the study
comprised 2,730 students at Pentecost
University in Ghana. To determine the
sample size, we used Cochran’s formula and
Morgan’s table.
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Accordingly, the sample size was
estimated to be around 330 individuals.
However, considering the reduced
accessibility to students during the pandemic
and the possibility of attrition, we sent out
questionnaires to 600 individuals, and
ultimately received complete responses from
574 of them.

Data Collection Tools

A structured questionnaire were distributed
online for students willing to participate in
the study to complete and submit online.
The data collection tool consisted of two
parts. The first part focused on gathering
demographic information such as age, gender,
marital status, and educational level of the
university students. The second part of the tool
evaluated the extent to which students engage
in unethical use of information technology,
based on their perspective. This was done
using closed-ended questions that allowed
them to respond with either “yes (positive
response)” or “no (negative response).” The
reasons for a closed-ended questionnaire were
meant to limit unnecessary responses that
would not yield considerable benefit to the
study’s objectives. Steps to fully explain each
questionnaire were taken to avoid ambiguity.
The validity of the questionnaires was
confirmed by five specialists in the fields of
ethics and virtual learning. For reliability test,
the Cronbach Alpha was 0.72 which indicates
that the responses were reliable. Some of the
students did not fully answer the questions
and were excluded in the analysis for not
answering specific questions. As a result,
the total respondents utilized for such cases
was 574.

Results

In all, 574 students completed the
questionnaires and submitted them online,
from both undergraduate and graduate
studies. The demographic characteristics of
the respondents are presented in Table 1.

Table 1 shows demographic characteristics
of the respondents from the data; 42.5%
were male, and the remaining 57.5% were
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female. In the age group category, 32.5% were
between the ages of 18-23, 45.2% between the
ages of 24-29, and the rest were up to or above
30 years. Also, 62.2% were single, but 23.6%
were married; 5.4% of them were separated,
5.9% were divorced, and 2.8% had lost their
spouses. The highest respondents were Level
100 students, 19.0% and the least were, level
300 students, 13.0 %.

Table 2 is the result of test for research
“Question One”. We found the students’
understanding of unethical information
technology by asking the following questions.
These three questions provided specific
answers to students’ perspectives on unethical
use of information technology.

Analysis of their responses showed that
78.6% selected the positive answers, and
21.4% provided negative answers. This
suggests that most of the students are aware
of the illegal activities undertaken regarding
information technology at all times. Another
question was “Do you agree that ethical use
of information technology shows a person’s

184

Table 1: Demographic Information of the Respondents

morality?” It emerged that 74.2% answered
“yes” and 25.8%"” no”. The results are shown
in Table 2 above.

The study sought to find out through
the students’ perspectives why people get
involved in unethical use of information
technology. Specific questions were asked.
The questions started with “Do you think
the following factors can be an impediment
to adherence to the information technology
ethics? If you agree, tick “Yes” and if you
disagree, tick “No”.

The first one was lack of money; 73.4%
agreed to the fact that lack of money can be an
impediment to adherence to the correct use
of information technology. On the contrary,
26.6% answered “No”. As to peer pressure,
69.9% said “Yes” and 30.1% said “No”.
Peer pressure cannot be an impediment in
the wrong usage of information technology.
On ineffective punitive measures, 34.5%
answered yes, but 65.5% said no. This
suggests that learners involved in unethical
use of information technology are aware of
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Table 2: Students’ Knowledge on Unethical Information Technolo

Table 3: Internet Usage and its Reasons

the consequences. Over 51% said that poor
economic situation of the country can lead
to unethical use of information technology.
All respondents agreed that students use
unethical information from the Internet;
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interestingly, 3.7% said they did not use
the Internet since they did not own a laptop
(Table 3), although they used their mobile
phones to access the Internet.

Table 3 also answers “Research Question
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One”; it highlights Internet usage and its
reasons. As indicated, students use Internet
resources based on various reasons. From the
responses, 24.6% selected at least cheating and
any other reasons (that is close to a quarter),
and those not involved in cheating were
75.4%. This is a clear indication that some of
the students themselves accept that they do
use information technology unethically. The
next table illustrates the reasons the students
stated for involving in unethical use of the
information technology.

Cheating in this paper refers to plagiarism,
software pirating, and all the unethical use of
information technology. The study also sought
to highlight the key reasons behind violations
of information technology use. Respondents
were asked to provide information on
motivations behind violations of information
technology; these were statements on a Likert
scale scored 1=Strongly disagree (SD);
2=Disagree (D); 3=Neutral (N); 4=Agree (A);
5=Strongly agree (SA). The responses from
the nine statements are shown in the Table 4a
below. It answers “Research Question
Two” which are the reasons students often
gave when they were involved in unethical
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Table 4: Reasons for Violation of Information Technolo

*Strongly disagree (SD); Disagree (D); Neutral (N); Agree (A); Strongly agree (SA)

information technology use.

Table 4 displays the students’ opinions
regarding the reasons for violation of
information technology among students, and
Figure 1 illustrates the average opinions.

The first statement was “Easy access to
information technology enables students
to use it for different wrong activities”;
27.8% either agreed or strongly disagreed,
47.1% agreed or strongly agreed, and 25.1%
were neutral (M=3.11, SD=1.15). The next
statement was ‘“Students with financial
support are likely not to be involved in
unethical information technology to perform
well”. The analysis showed that 35.3%
either strongly disagreed or disagreed,
and 43.6% strongly agreed or agreed. The
corresponding mean and standard deviation
were 3.00 and 1.17. Again, the study sought
to find out whether many courses offered
by students made it easier to plagiarize. It
was found that 19% disagreed or strongly
disagreed, and 55% agreed or strongly
agreed, but 26.5% were neutral. The mean
was 3.35 and standard deviation 0.999. With
the rest of the statements, more than 50%
either agreed or strongly agreed, and with

among Students
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Figure 1: The average of the students’ opinions regarding the reasons for violation of information

technology

Table 5: Cross-tabulation of Sex and Reasons for Violation of IT among Students

Strongly disagree (SD); Disagree (D); Neutral (N); Agree (A); Strongly agree (SA)

some less than 20% disagreed or strongly
disagreed. Even in the case of ineffective
laws in the country, 60% agreed or strongly
agreed with the statement, with a mean
of 3.56 and standard deviation of 0.958.
All these show that students are aware of
unethical use of information technology.
The study used cross-tabulation
distribution of responses by the students’
gender and the educational level of the student
against the reasons given by each student
in the table showing the unethical conduct.
Thus, Tables 5 and 6 are the result of the test
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for “Research Question Three”. The objective
of this section is to find out the reasons by
gender and education.

As Table 5 shows, there were mixed
responses from both genders. For example,
as to “Easy access to information technology
enables students to use it for different wrong
activities,” whereas 23.9% of the females
disagreed or strongly disagreed, 36.0% of the
males responded similarly. On the contrary,
more than half (54.1%) of the females agreed
or strongly agreed to the statement, while
only 35.5% of the males answered positively.
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Table 6: Education level and Reasons for Violation of Information Technology among Students
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S9. IT Resources provide opportunities to cheat

D 11 (11.1) 9 (8.3)

17 (16.5)

9 (12.3) 13 (12.8) 11 (13.3)

A 62 (62.6 61 (56.5)

40 (38.8)

25 (34.3) 54 (52.9) 41 (49.4)

S.D 99 (100) 108 (100)

103 (100)

73 (100) 102 (100) 83 (100)

Strongly disagree (SD); Disagree (D); Neutral (N); Agree (A); Strongly agree (SA)

The second statement was “Students
with financial support are unlikely to find
themselves involved in unethical information
technology use to perform well.” They
adhered to the same pattern discussed earlier.
However, the third statement which states
that “many courses offered by students can
make it easier to plagiarize” showed slightly
different responses. There were over 60% of
the females that agreed or strongly agreed,
and over 55% of males responded similarly.
Responses from the fourth statement “student
working and studying at the same time do not
have time to study and engage in unethical
use of information technology” and the
fifth question which indicated that “lack of
clarification from lectures for students” use
of information technology makes it easier for
students to cheat” were not different from
the statements one and two. Responses from
the sixth, seventh and eighth statements
followed that of the third statement, but the
ninth statement answers were similar to
the first statement. The following section is
the responses based on the current level of
study and the reasons for the unethical use
of information technology by the students
(Table 5).

As to statements 1 in Table 6, it is noticed
that over 50% of students pursuing diploma
and at Level 100 (first year) strongly agreed
that easier access to information technology
enabled them to engage in unethical activities;
the rest were less than 50% with the least
being 30.4% as responses from the Level 200
(second year) students. In statements 2, the
pattern of responses was not different from
the first statement, “Students with financial
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support are less likely to be involved in
unethical information technology use to
perform well”. Thus, the students know very
well that they are involved in unethical use
of information technology in their field of
studies. The result here suggests that students
at the early years of studies appear to agree
with the statements.

The analysis of the third and fourth
statements were done based on their education
level. This pattern was not significantly
different from the previous statements. For
all the educational levels, over 50% either
agreed or strongly agreed to the statements,
and over 60% of the diploma students favored
the fourth statement. The Level 300 (third
year) students tended to be more indifferent
in their responses though all the other year’s
cohorts’ responses in the neutral section
appeared not to differ too much.

The statements 5 and 6 were “Lack of roles
from lecturers for student’s use of information
technology makes it easier for students to
cheat” and “ineffective country laws on
ethical use of information technology can lead
to violation of IT ethics”. The responses for
ineffective country laws were highly in favor
of agreed or strongly agreed. This is another
indication that students are well informed
of the wrong use of information technology,
albeit they continue to do it. Responses from
statements 7, 8 and 9 all follow the same
pattern. These are displayed in Table 6

Discussion

Results of the study corroborate the
findings by (8), indicating that access to the
Internet and availability of online databases
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contribute to flouting of ethics in information
technology. Further, ineffective country laws
on ethical use of information technology were
found to be one of the causes of students’
cheating and copying verbatim. This study
found out that students with extensive
financial support from parents or guardians
were less likely to violate information ethics.
This is not in the same line with the findings
by scholars such as (9). The studies have
observed that the desire to obtain high grades
to please their parents or guardians is the
strongest motivation for violating ethics of
information. A study researchers (10) hold the
opinion that the 21* century world of higher
institution of learning is made of students
who are so much attached to technology, with
little professional experience and are prone to
violating information ethics practically. On
one hand, this study found out that students
who participated in this study held the
perspective that easy access to the Internet
was one of the reasons in using information
technology unethically. On the other hand,
(I1) assert that software is expensive for
students in sub-Saharan African, as compared
to their counterparts in the Western world.
The finding that students are aware of
plagiarism conforms to (12) who asserts that
Egyptian students are quite familiar with
plagiarism. This can be said to be academic
dishonesty as declared by (11). The factors that
could inhibit adherence to computer ethics as
expressed by most of the respondents were
attributed to the poor economic situation of the
country, peer pressure, and lack of financial
resources. The findings of this study conform
with other socio-economic circumstances in
Ghana, where students and employees in both
private and public sector organizations are
engaged in other social vices with the excuse
of economic hardships. This is in line with (13)
who stated that unethical behaviors associated
with the use of information technology might
be caused by economic, social, moral, or
personal reasons. Further, (14) also found
some of the reasons identified for increasing
software piracy (illegal downloading of
qualitative and quantitative research software)
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to include lack of sustainable monthly income.
Students agreed to ineffective country laws
which enable easy means to indulge in
unethical use of information technology.
Furthermore, (15) also substantiated the
findings of their paper by indicating that
adult students, particularly those working,
have a strong drive to use unethical approach
to their academic work. The authors suggest
that frequent training sessions on academic
integrity should be held for these students to
ensure conformance with academic integrity.
Similarly, the findings of this paper are
consistent with those of the study by (16) who
asserted that attitude, subjective norm and
perceived control were the key factors that
influenced unethical behavior of students in
the use of I'T. On the contrary, environmental
conditions can be a sufficient reason for some
of the differences in the findings. Particularly,
access to online resources in Ghana is a bit
unreliable and erratic because of the poor
digital infrastructure.

Limitations and Suggestions

One primary limitation related to this
study is based on the fact the data collected
is only from one Faith-based university. This
does not provide a comprehensive review of
unethical use of information technology in
sub-Saharan Africa. This study thus assert
that the identity of Faith-based institutions
should be upheld in terms of moral code of
conduct and integrity. The identity of Faith-
based universities should be guarded at any
cost to ensure that students are equipped
with the highest level of integrity, honesty,
and truthfulness. The fact that Faith-based
universities represent the moral fabric of the
society should be sacred and enshrined in the
moral structure of the student’s handbook.
Compromises should not be tolerated, and
stringent measures should always be provided
to safeguard academic integrity and its moral
sustainability in any way.

Conclusion

This study was conducted to examine
unethical use of information technology in
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a Faith-based higher institution of learning.
It was concluded that students found easy
access to online resources for their academic
work because of less stringent measures put
in place by these institutions to regulate their
use. Students also perceived access to online
resources as the easiest means to attaining
their academic journey due to the lack of
monitoring by their tutors and supervisors.
Further, the availability of online academic
resource personnel who are engaged in writing
the academic papers of students for monetary
rewards has ruined the credibility of higher
institutions of learning in sub-Saharan Africa.
Importantly, Faith-based institutions should
enact moral standards and ethical structures to
moderate the students’ engagement of unethical
academic practices. Much effort should also be
geared towards regular institutional monitoring
and seminars to stem the tide of unethical use
of information technology in higher learning
institutions in sub-Sahara African countries.
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